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It's becoming increasingly difcult to separate fact from fiction.
Before the rise of the Internet, people consumed news from
mainstream media outlets that, for the most part, had reputations
for credible and honest reporting. Now, people have the ability

to easily create and share content, which leads to the increased
potential to share misleading content that's uninformed, or
possibly biased in nature.

The relatively new trend of spreading false news and
misinformation online may seem harmless; however, it actually
has a tremendous impact on how society consumes information,
and public trust in traditional media outlets and agencies. It's the
responsibility of all Internet users to ensure that we're critical of
the information we discover online, and do our diligence in fact-
checking stories and content, as well as validating the source
(where and who) of this information. If we fail to do so, we can
experience negative impacts to our reputations and credibility.
By using the tools and techniques provided in this resource, and
developing critical thinking skills, you can recognize suspicious
content, and confi dently fact-check and validate online content
and sources.
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Why is misinformation such a big deal?

Misinformation is information or news that is completely made up or riddled with biased
opinions; or it could be that someone shared it by mistake, not realizing it was false
information.

It's hard to say why misinformation or false information content is created, or what the
creator’s intentions were when they shared it. Often, the goal is to prompt an extreme
reaction, such as anger or excitement. Sometimes, it's to change readers’ beliefs about a
certain topic, to make money by selling a product or idea, or it originates from advertising
companies. On the other hand, it could’ve been a genuine mistake — authors, bloggers, or
journalists, could’ve forgotten to check the facts, or honestly believed they had the correct
information.
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Disinformation:
The deliberate creation and/
or sharing of false information
in order to deceive, or cause
disruption or disorder.

€ FELEVANCE

Implications of sharing false information

There can be implications or consequences for sharing false information, misinformation or
disinformation online, including:

- Damage to credibility: You may lose personal or professional credibility when it becomes
clear that you lack the skill to detect fakery and the diligence to verify the authenticity of
the content before sharing it.

- Compromised reputation: If the shared content is controversial or offensive, people may
feel that you share the opinions and views included in that content.

- Academic penalty: Quoting or citing incorrect information may result in loss of marks and,
thus, poor grades

+ Loss of employment: Believing mistaken information can lead to poor decisions; and if
that information is controversial or hateful, it may damage your professional reputation,
result in job loss or become a barrier to employment.

« Negative impact on self-esteem: Being constantly bombarded with carefully curated
social posts can have a “"compare and despair” effect — making you feel inadequate about
your own life, when you're really only seeing the glamour and awesomeness the creator
wants you to see. Remember that people tend to post only the good stuff about their lives,
and not the bad — so you're only seeing part of the picture.
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Social Media:

Websites and applications that let users
create and share content, like messages,
photos and videos, or chat with other
people while online (e.g., YouTube,
Instagram, Snapchat and TikTok).
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Recognizing false information

In order to avoid the implications mentioned above, here are some quick tips to help you
recognize fakery online:

« The article is old, but has recently been posted or shared.

« There are no other sources online that corroborate or share the information.

« There are no staff or reporters’ names attributed to the article (it may just say "staff ").
« The title or tagline doesn’t match the content.

+ The source is not credible, or you're unable to find information on the source’s
credibility.

+ The photo doesn’t match the content, or was taken on a different date and context.
+ Photos appear manipulated.

- Videos appear to have been edited to take a small portion of a longer version in order to
use it out of context to deceive people.

If in doubt, check it out!
Remember This:
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Boolean Search:

A structured search process that
allows the user to insert words or
phrases - such as AND, OR, NOT - to
limit, broaden and define the search
results.

G AL To RCTION

Fact-checking 101

Fact-checking and online research are important and practical skills that translate to many
areas of your personal, academic and professional life. In the following sections, you'll learn
skills to become a more effective fact-checker and online researcher, including:

- Finding and verifying sources

« Techniques for conducting online searches and research

« Introduction to “clustering” search engine technology

« Critical thinking skills

« Fact-checking tools and techniques

Boolean search operators

The ability to conduct research effectively online is a practical and highly
transferable skill set that has many benefits, including your personal life,
academics and future career.

o
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G AL 1o ACTION

The Internet is a limitless place that is literally growing larger every day. It's full of information
and resources, making the ability to conduct an efcient online search a highly valuable skill.
The most important thing to remember when searching the Internet is to include “exclusions”.
When you understand how to search the Internet to exclude irrelevant or duplicate results,
you save a lot of time and find much better, more reliable information.

When searching on Google, for example, try using the operators or search functions below:

Operator: Description:

Words within parentheses will be treated as phrases
(e.g., only results with "Rogers Cybersecure Catalyst”
£E J) are retrieved, pages that have the words Rogers or
Cybersecure or Catalyst will be excluded from the

results). j

Operator: Description:
Means only pages with both keywords will be included (e.g.,
AN D results will only include pages with both “Rogers Cyber Secure
Catalyst” AND "Ryerson”).

J

Operator: Description:
Allows users to broaden criteria to avoid excluding relevant
o R results (e.g., "Rogers” OR "Ryerson” AND “Cybersecure
Catalyst"). )
Operator: Description:
Limits the search to a specific website or multiple websites
S I T E (e.g., site:rogers.com OR site:ryerson.ca “cybersecure

catalyst”). j
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These operators help narrow down results, making them easier to sort through. We gave it a try
ourselves; look what we found:

Sample Search Queries Returned Results
Rogers Cybersecure Catalyst 420,000
"Rogers Cybersecure Catalyst” 5,460

"Rogers Cybersecure Catalyst” AND

2,790
“Ryerson University” ’
site:site:rogers.com OR site:ryerson. ca 177
“cybersecure catalyst”
site:ryerson.ca/cybersecure-catalyst 136

“team” OR "partners”
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G AL 1o ACTION

Sample Search Result - Without Using Boolean Search Operators (4200,000 Results)

‘Rogers Cybersecure Catalyst”

Q Tous (@ Images [ Actualités © Maps  ¢? Shopping ! Plus
Environ 2 750 000 résultats (0.27 secondes)

hitps:/fwww.cybersecurecatalyst.ca ~ Traduire cette page

Rogers Cybersecure Catalyst

Rogers Cybersecure Catalyst is proud to present a suite of Cybersecurity Resources for
Teachers and Educators to help make cybersecurity part of the classroom.

Accelerated Cybersecurity... - Catalyst Cyber Accelerator - About Us - Contact Us

Sample Search Result - Using Quotation Marks “ ... " (5,460 Results)

“Rogers Cybersecure Catalyst” AND “Toronto Metropolitan University” X .!.; Q

Q Tous [B Actualités [ Images Q@ Maps  ¢? Shopping ! Plus

Environ 6 760 résultats (0,33 secondes)

https:/iwww.cybersecurecatalyst.ca ~ Traduire cette page

Rogers Cybersecure Catalyst
Rogers CGybersecure Catalyst is Toronto Metropolitan University's national centre for

innovation and collaboration in cybersecurity.
Accelerated Cybersecurity... - About Us - Catalyst Cyber Accelerator - Our Initiatives

Sample Search Result - Using Site Search Operator to Find Team Members and Partners (136

site:rogers.com “Cybersecure Catalyst”

@ Tous () Images @ Actualités ) Shopping [ Vidéos i Plus

Environ 129 résultats (0,33 secandes)

https:/faproposde rogers.com » Cybersécurité

Rogers Cybersecure Catalyst
En 2019, Rogers a conclu un partenariat avec L'Université métropolitaine de Toronto dans le
cadre du projet Rogers Cybersecure Catalyst afin d'aider a créer ..
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G AL 1o ACTION

Clustering search engine technology

Some search engines will cluster or group search results into themes or categories. By
clustering results into high-level themes, it's often easier and faster to answer questions or
come to a conclusion on the validity of content, compared to a traditional search tool. It also
makes it easier to discover information that might have otherwise been missed because it was

buried under irrelevant or duplicate results.

In the example below, we search “Rogers Cybersecure Catalyst”, the same search keywords as
the example above. However, this time, we enter the keywords into a search engine which can
automatically cluster small collections of documents, called Carrot2:

Sample Search Result - for “Rogers Cybersecure Catalyst” Showing Pie Chart and
Themes List
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Critical thinking

G AL 1o ACTION

Developing critical thinking skills is the best way to detect fact from fiction online. Next time
you come across an article being shared on social media, or photos that you're skeptical
about, ask yourself the following questions to help you determine the authenticity of the
information:

o
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Is this too good, or too bad, to be true? Is it too sensational?

Does this reinforce stereotypes about people or groups?

Does it seem to be telling me what | want to hear, or what | already believe or feel?

Does the body of the story match the headline?

When was the story published? Is it new?
If it's a few years old, why is it circulating now?

Does the story have a named writer or producer?
Have | heard of the organization that published it before?

Does this organization have reporters and writers who can
be found online or on social media?
Do their names or bios appear on the organization’s website?

What is the domain name (or web address) of the website?
Have | heard of it before? Can | look it
Does it sound like the address of a similar website with a diff

Can | find another source that confirms this information?
Can | find one that counters it?

Check it,
don't spread it!

up?
erent ending?
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G AL 1o ACTION

Fact-checking tools and resources

The tools in the table below provide a number of options for fact-checking media stories,
social media trends, and even the authenticity of images and videos.

Nom Description Adresse URL
Google Fact . https://toolbox.google.
Checker Google-based fact-checking tool. com/factcheck/explorer
Search engine that clusters or groups
Carrot? results; reduces duplicate content; https://search.carrot2.

and produces fewer, but often more
relevant, content.

org/#/search/web

TinEye Reverse
Image Search

Tool for conducting reverse image
searches.

https://images.google.ca/

CaptainFact

Collaborative fact-checking platform.

https://captainfact.io/

Decryptors

Tracks information spreading on social
media and fights misinformation to
shine a light on the darkest corners of
the web.

https://ici.radio-canada.

ca/decrypteurs
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https://lien.cforp.ca/33238
https://lien.cforp.ca/33238
https://lien.cforp.ca/33240
https://lien.cforp.ca/33240
https://lien.cforp.ca/33241
https://lien.cforp.ca/33242
https://lien.cforp.ca/33243
https://lien.cforp.ca/33243

covered in this resource.

Cyber Sleuth Challenge

A cyber sleuth is someone who does any kind of detective work using the Internet. Some

of the best ways to fact-check information include: searching websites for names of staff,
reporters, partners, funders, sponsors, sources and more - then, confi rming your findings! For
example, does an article surface in more than one place?

Does it appear on credible websites or media outlets?

ACTIMITY @]

Activities are a useful way for you to test and demonstrate your knowledge on the topic

This activity will help you build and practice these skills.

1. Choose three websites.

Then, using the search function within the site, try to find the following:

A. Contact
page

B. Staff
names

C. Leadership or management
team, partners, funders or
sponsors

Website
#1

Website
#2

Website
#3

n
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ACTIMITY @)

Cyber Sleuth Challenge (continued...)

2. Choose five articles from five unique sources. Then, using the Boolean Search Operators
outlined in this resource, note how many results you get and for how many unique
sources it appeared.

3. Conduct some fact-checking using the tools provided in this resource.

4. Reflect on your findings:
re the articles found either fact, fiction or a bit of both? Why?
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ACTIVITY €D

Clustering Technology

1. Using the Carrot2 search engine clustering tool, research three trending news or media
topics of your choice.

2. Review three to six links provided by the tool’s search results.
3. Construct a list of three to six keywords based on your research fi ndings.
4. Build three search queries using the keywords from your research.

5. Now, try using a conventional search engine, such as Google, enter your queries and review
the results.

6. Reflecting on your findings, answer the following:
a. Did you find anything surprising?
b. Did your research reveal new insights or information?

c. Do you feel the trending topics/stories you analyzed are true?
Did you detect deception?

d. What's your final verdict? Are the stories fact or fiction? Why?
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{) FOR MORE INFORMATION

’
0 ' For more information on cybersecurity, or to continue
the conversation and learning process, visit the
Canadian Centre for Cyber Security website:
https://cyber.gc.ca/en/

Kids Help Phone: \

Contact by text message at 686868 or by phone

at 1-800-668-6868 from across Canada, 24 hours
a day, 7 days a week; or access their resources
online: kidshelpphone.ca
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