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WARNING : This resource contains

information that may be traumatic for some
‘ people.

When a person (or a group) targets an individual online with
the intention of harassment, threat, humiliation or causing
embarrassment, that's cyberbullying. It can include things
like name-calling or spreading rumours, sharing personal
content or forcing someone to do something they don't want
to do. Cyberbullies use different devices, targeting individuals
using text messages, direct messages (DMs), group chats,
comments on social media, or even while playing online
games. The cyberbullies can really make the victim feel
alone, embarrassed, insecure and ashamed. The cyberbully
isn't safe either, as cyberbullying has serious consequences;
if taken too far, it can cross the line into illegal or criminal
behaviour.

This resource contains information about cyberbullying; and
offers guidance on how to report it, and navigate it with cyber
respect and online kindness.
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What is bullying?
Bullying is...

o
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Usually a personal attack that's meant to hurt,
embarrass and/or humiliate someone

Often a repetitive pattern of behaviour -
however, even a single instance of bullying can
lead to disciplinary action and even |criminal
charges

Can be physical, verbal, psychological or a
combination of the three

&) CeFiTION

Bullying:

Actions, or threats of action, directed
toward a person by one or more
people, with intention to cause fear,
distress or harm.

Bullying is not...

Instances of confl ict, or
having a disagreement with
someone, as long as no one is
being personally attacked

Criticism of another’s
actions if they are directed
at something that's objective
(e.g., the singer was singing
off -key)
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Conflict:
A disagreement or clash of
opinions, interests or ideas.

Criticism:

The act of evaluating,
analyzing or observing
something or someone,
usually unfavourably.

Chirping:
Using hurtful language to insult
or disrespect someone.
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What is cyberbullying?

®

Cyberbullying:
The use of electronic
communication to bully a
person, typically by sending/
posting messages of an
intimidating or threatening
nature.

It can be directed toward friends,
peers, strangers and even authority
figures.

Even if a comment or joke is well-
intended, it has the potential to harm
and demean another person. Such
comments require consideration
before being made directly or publicly.

Teasing or chirping may be done in
good fun; however, these words can
offend and hurt someone’s feelings.

Conversation
Starter:

What are the similarities and
differences of bullying and

cyberbullying?
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€ FELEVANCE

Why people cyberbully

« Cyberbullies may target others because of their own insecurity, jealousy

or fear - bringing others down to make themselves feel better. ’

« Cyberbullies may be intolerant toward people they perceive as diff
erent from themselves (e.g., people with disabilities, or diff erent sexual
orientation, economic status, race or gender, or gender identity).

« Sometimes cyberbullies push other people’s boundaries because it
provides them with a sense of satisfaction and entertainment.

« Some cyberbullies also act out in response to the lack of attention and
connection they feel in their own personal lives.

Consequences of cyberbullying

« Behaving in a disrespectful or unkind way toward people online can have
a significant and lasting impact on those directly and even indirectly
involved, including physical and emotional trauma, disciplinary action
at school, legal action and consequences, and damage to the online
reputation of everyone involved.

”

Everyone wins when we treat each other with kindness.

é & When we're mean or disrespectful to others — we all lose.
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@ ALl 1O ACTION

What can you do?

Demonstrate cyber respect and
online kindness

« The "Golden Rule": Treat others the way you'd
want to be treated.

e At all times treat others with Dignity, Empathy,
Kindness and Respect.

« Random acts of kindness: Support friends
and classmates during their times of need by
posting a random kind post - remember, we're
all part of a community.

Upstander:

Someone who is present
Kindness and Respect. and

speaks and/or acts in support
of an individual or cause in
order to help someone in
need.
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Be an "upstander,’ not a “bystander”

« If the bully is someone you know, you can help the them
see kindness by being kind to them, like posting something
positive about them or inviting them to join an online
community. However, you shouldn’t confront a bully who is
a stranger, either in person or online, instead tell a parent/
guardian, or trusted adult.

Bystander:
Someone who

is present, but
doesn’t take action
or chooses to not
getinvolved in a
situation.

« If the person being cyberbullied is a friend or someone
you know, support them both online and of ine (e.g., post
something nice about them, respond to and share their posts
in a positive way, ask how they're feeling, if they need help, if
you should call someone for them or if they just want to talk).

« Enlist the help of friends; a group of positive, helpful people
can make a very big difference for someone who's been hurt
by a cyberbully; show empathy and kindness, and off er
reassurance.
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Record it, report it, don't support it

Don't respond to or engage in arguments online.

Getting involved can blur the lines and make it hard to

figure out who's in the wrong.

Save screenshots of bullying messages/posts and

report them to a parent/guardian, or trusted adult so

they can help do something about it.

If it's during the school year, report to your teacher, the

principal and/or school administrators.

For unwanted text messages or phone calls, most
cellphones have a "block number” function. For

unwanted messages on social media platforms or
downloaded apps, report cyberbullying instances

directly to the corresponding social media or
application Help Centre/Customer Care.

« Report criminal offences (e.g., threats, assaults,
harassment and exploitation) to local police.

Tell someone

e Consult a trusted adult who can advocate for you.

No one is in this alone.

* You can always connect with Kids Help Phone by
texting: 686868 or calling: 1-800-668-6868

Conversation
Starter:
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ACTIVMITY @]

Activities are a useful way to test and demonstrate your knowledge on the topic covered in this
resource.

Social Media Scavenger Hunt

Can you find examples of the following on your online profiles?

A post showcasing one
of your special skills
or interests

A post demonstrating

l l kindness
A post showcasing one of your achievements | .

A post showcasing an achievement or positive
contribution by another person

A sharing of a post
from a peer with

A K 0=

positive comments
and tags
)
o4

Reflect:

Did you have dif culty finding examples of any of the posts above? It's not too late - a
kindness post takes only a few minutes to write and seconds to publish. Try making this
part of your social media routine.

-
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ACTIVITY €D

Cyber Respect and Online Kindness Poster Design

Design or draw a poster that reflects the key takeaways from you've learned about cyber
respect and online kindness. Share on your social media accounts to promote awareness about

cyberbullying.
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{) FOR MORE INFORMATION

0 There are some great books out there for you to
read on cyberbullying, and bullying in general, to
continue the conversation and the learning process.
Check them out online:

e Vicious: True Stories by Teens About Bullying edited
by Hope Vanderberg

o Dear Bully: Seventy Authors Tell Their Stories by
Megan Kelley Hall and Carrie Jones

» Please Stop Laughing at Me: One Woman's
Inspirational True Story by Jodee Blanco

* Crossing Lines by Paul Volponi
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